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operational profiles, open-source information availability, NRO
mission objectives and critical capabilities, and the ongoing
move towards openness in government. Although this action has
been under consideration for some time, the Jeremiah Panel'’s
recommendation for "aggressive action on further declassifica-
tion" adds an additional impetus. These actions will not affect
classification policy relative to technical data and intelligence
system operations.

~T§7Tﬁi The declassification will occur in two stages.
Concurrent with the December 1996 Vandenberg Air Force Base
(VAFB) Titan IV launch, the NRO will declassify and release the
fact that the booster carries an NEO satellite. I emphasize that
we will not declassify the satellite’s mission, technical data,
or operational intelligence data.

“S¥FK) _The fact that the NRO uses VAFB and Cape Canaveral
Air Station (CCAS) for launch and lauhch support will be
declassified during Stage II. Stace II will also formally
declassify details relating to the NRO OSL, to include OSL
personnel and facilities at Los Angeles AFB, VAFB, and CCAS.
Other activities, such as launch and early on-orbit operations,
command and control, and health anc status will be evident, due
to the unclassified operation of tke Air Force Satellite Control
Network. However, the intelligence mission, tasking, data
collection, down-links, operational data, data processing, and
mission ground stations will not be revealed.

—tSr—Based on facts already puklicly available, deductions om
specific launches belenging to the NRO are logical; therefore,
this declassification does not result in a significant increase
in risk. However, there may be an increase in adversarial
attention to launch and related activities and orgahizations due
to the publicity and high visibility of the launch event. I
believe that enhancing the efficiency of launch operations
outweighs the risks imposed by this declassification action.

Keith R. Hall
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veaes//
INFO JOINT STAFF//J2/3J3/3J35/338/DSOL/J6//
$S0 DIA//DR/CL-1C//
USCINCACOM//CC/32/33/35/NRO LNC/NRO TSR//
SSO CINCCENT//CC/J32/33/J5/NRO TSR//
SS0 USEUCOM//CC/J2/J3/J5/NRO LNJ/NRO TSR//
USCINCPAC//CC/J2/33/35/NRO LNO/NRO TSR//
USSOUTHCOM/ /cC/J2/33/35//
USCINCSPACE//CC/J2/33/J35/NRO TSR/ /
'SS0 CINCSOC//CC/T2/33/35/NRO TSR//
SSO STRATCOM//CC/J2/33/35//
SS0 USTRANS//CC/JZ/JB/JS//‘
SSO USFK//cC/32/33/35//
NRO//DDMS//
SUPEL//0PS//
0s0//DIR/OPS//
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02 04 111800Z DEC 96 PP PP 'ssss NRO OSF
NO DDI: SOA/
DO NOT fRANSMIi VIA OPINTEL BROADCAST
Q0QQ
SUBJ: NATiONAL RECONNAISSANCE OFFICE (NRO) NOTIFICATION MESSAGE
NUMBER 101 - DECLASSIFICATION OF NRO LAUNCHES (U)
1. () THIS MESSAGE IS TO INFORM YOU OF MY INTENT TO DECLASSIFY
AND DECOMPARTMENT CERTAIN LIMITED FUﬁCTIONAL AND ADMINISTRATIVE
INFORMATION RELATING TO FUTURE NRO LAUNCHES AND THE NRO OFFICE OF
SPACE LAUNCH (OSL). THIS IS A CALCULATED RISK MANAGEMENT DECISION
BASED ON ANALYSIS OF BOTH PRESENT AND FUTURE LAUNCH opﬁRATIONAL
PROFILES, OPEN-SOURCE INFORMATION AVAILABILITY, Nﬁo MISSION
OBJECTIVES AND CRITICAL CAPABILITIES, AND THE ONGOING MOVE TOWARDS
OPENNESS IN GOVERNMENT. ALTHOUGH THIS ACTION HAS BEEN UNDER
CONSIDERATION FOR SOME TIME, THE JEREMIAH PANEL’S RECOMMENDATION
FOR "AGGRESSIVE ACTION ON FURTHER DECLASSIFICA-
TION" ADDS AN ADDITIONAL IMPETUS. THESE ACTIONS WILL NOT AFFECT
CLASSIFICATION POLICY RELATIVE TO TECHNICAL DATA AND INTELLIGENCE
SYSTEM OPERATIONS.

- 2. _&4PXT THE DECLASSIFICATION WILL OCCUR IN TWO STAGES.

CONCURRENT WITH THE DECEMBER 1996 VANDENBERG AIR ORCE BASE (VAFB)

, ] | usar et
OFFICE OF SPACE LAUNCH :

KEITH R. HALL, DDNRO,
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03 04 1118002 DEC .96 PP PP SSss : NRO OSF
NO DDI: SOA/ ‘

TITAN IV LAUNCH, THE NRO WILL DECLASSIFY AND RELEASE THE FACT THAT
THE BOOSTER CARRIES AN NRO SATELLITE. I EMPHASIZE THAT WE WILL NOT
DECLASSIFY THE SATELLITE'S MISSION, TECHNICAL DATA, OR OPERATIONAL
INTELLIGENCE DATA. '
%;_,éﬂffi7’;HE FACT THAT THE NRO USES VAFB AND CAP} CANAVERAL AIR
STATION (CCAS) FdR‘LAUNCH AND LAUNCH SUPPORT WILL BE DECLASSIFIED
DURING STAGE II. STAGE II WILL ALSO FORMALLY DECLASSIFY DETAILS
RELATING TO THE NRO OSL, TO INcLUDﬁ OSL PERSONNEL AND FACILITIES AT
LOS ANGELES AFB, VAFB, AND CCAS. OTHER ACTIVITIES, SUCH AS LAUNCH
AND EARLY ON-ORBIT OPERATIONS, COMMAND AND CONTROL, AND HEALTH AND
STATUS WILL BE EVIDENT, DUE TO THE UNCLASSIFIED OFERATION OF THE
AIR FORCE SATELLITE CONTROL NETWORK. HOWEVER, THI INTELLIGENCE

MISSION, TASKING, DATA COLLECTION, DOWN-LINKS, OFERATIONAL DATA,

DATA PROCESSING, ’WILL NOT BE REVEALED.

4. )Aﬁ BASED ON FACTS ALREADY PUBLICLY AVAILABLE, DEDUCTIONS ON
SPECIFIC LAUNCHES BELONGING TO THE NRO ARE LOGICAL; THEREFORE,
THIS DECLASSIFICATION DOES NOT RESULT IN A SIGNIF:ICANT INCREASE IN
RISK. HOWEVER, TﬁﬁRE MAY BE AN INCREASE IN ADVERSARIAL ATTENTION

TO LAUNCH AND RELATED ACTIVITIES AND ORGANIZATIONS3 DUE TO THE

USAF , - [ .

OFFICE OF SPACE LAUNCH

. KEITH R. HALL, DDNRO,
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04 04 111800Z DEC %6 PP PP SSSsS NRO OSF
NO DDI: SOA/ .

PUBLICITY AND HIGH VISIBILITY OF THE LAUNCH EVENT I BELIEVE THAT
ENHANCING THE EFFICIENCY OF LAUNCH OPERATIONS OUTWEIGHS THE RISKS
IMPOSED BY THIS DECLASSIFICATION ACTION.

5. (U) THIS MESSAGE HAS BEEN COORDINATED WITH THZ JOINT STAFF.

QUESTIONS SHOULD BE REFERRED TO THE JOINT STAFF/J-35, NATIONAL

SYSTEMS S'UPPOR#

CL:[::::::], 1.5(C), X1, NRO SCG 4.0, 14 OCT 95

USA

OFFICE OF SPACE LAUNCH

KEITH R. HALL, DDNRO,

T
I
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Appendix G

SMC/CLX & SMC/IMO CONTRACTS (b)(1)
(b)(3)
Table G.1l: Contracts Approved for Unclassified NRO Affiliation
(b)(3)
Contractor "Division/Mgr Description
Analex -Atlas II IV&V
(=)
(b)(3)
J
EcohﬂLdg{siiE » Bldg A5 Movers
Mgt .
(-)
(b)(1)
(b)(3)
L&V Movers . Bldg A5 Movers
(=) ‘
_ (b)(1)
LM Astronau- Atlas Launch Vehicle Integration (b)(3)
tics .
(DUNE)
LM Astronau- SLC-3 Construction/Activation
tics _
(DUNE)
] (b)(1)
(b)(3)
LM Federal Mission Director Support
Systems ,
(MAYOR) .
LM Missle and Launch Site Ops Support (LSO0S) com-
Space ' panion & SLC-3E Comm Activation
(GANTRY) .
LM Missle and Launch Site Processing Support
Space (LSPS)
(GANTRY) .
McDonnel Dou- Dual Integration )
glas Astronau-
tics Co.
(HYMN)
SECRET- e
: =B AN
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Table G.1: Contracts Approved for Unclassif ied NRO Affiliation

Contractor Division/Mgr Description
Richardson Bldg A5 Safe Repair Service
(=) '
Scitor Corp. CAAS stupport to OSL and OD-4/DL
(FIBER) :
Trident Data Launch Base Security Support
Systems :
(WAHOO)
TRW A&E Facility Support Companion
(ANTLER)

Note on Table G.1: OSL managed contracts will transition to SAF/SL via

letter w/ no other modificationsn Others should trdhsition to SAF/ST w/

no other modif ications.

Table G.2: Contracts Requiring Protected NRO Aff iliation

Contractor LDivision/Mgr Description

SREREE 2 -~  Handle via

BYE
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Table G.2: Contracts Requiring Protected NRO Aff ijiliation

Contractor Division/Mgr Description
Table G.3: Contracts Pending Review
Contractor Division/Mgr Description
None
SECRET Handle Via
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Appendix H

QUESTIONS AND ANSWERS
Relating to Decompartmentation/Declassification
of NRO Launches

Organization

Effective 1 March 1997, the OSL Deputy Director (DD/OSL) position will
be declassified and added to the released NRO organization chart. Also
effective 1 March 1997, the entire OSI: structure will be declassified
but not added to the released NRO organization chart. The SMC/CLX and
SMC/IMO launch related organization and functions will transition to
the NRO OSL. OD-4 will become NRO at a Secret collateral classification
level. Communication support to the NRO will be acknowledge but other-
wise ITG organization and functions remain unchahged. Functions and
offices that co-use or are sited with OSL or OD-4 units will be evalu-
ated for classification on a case-by-case basis, with decisions being
based on parent organization directions and implementation processes.

3

1. Can you show me an organization chart that reflects what is unclassi-
fied on 1 March 19977

Yes. The charts in Appendix C contain functions which will be unclas-
sified. If names are listed with th2 functions, the chart is For
Official Use Only (FOUO) and may be distributed after 1 March 1997
for business purposes.

2. Are there unclassified mission statements for those elements showh on
the organization chart?

Yes. These statements have been developed for use in the conduct of
official business in unclassified s=ttings. The unclassified missioén
and function statements are printed in the Implementation Plan. Your
program security officer has a copy. NRO Office of Corporate Communi-
cations will be the single entry point for all contacts from the pub-
lic and media.

3. May I publish an unclassif ied NRO site phone list?

'Yes: But the list should not be labeled ‘NRO’. All personnel rosters
and telephone lists are FOUO and may be distributed after 1 March
1997 for business purposes.

4. What happens to the government orgaiizations that provide support to
the NRO launch process?

SAF/SP will be disbanded and all personnel and elements transferred
to other OSAF elements. Personnel assigned to SAF/SP elements at
LAAFB, CCAS, and VAFB and that are declassified will administratively
transfer to SAF/SL. Personnel assigned to SAF/SP elements at LAAFB,
‘CCAS, and VAFB that remain classified will administratively transfer
to SAF/ST with data masked assignment location. OSL SAF/SP personnel

SECRET Handle Via
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assigned to OD-4/DL will administratively transfer to SAF/SL with
data masked assignment location. All other SAF/SP personnel assigned
to OAS OD-4 will administratively transfer to SAF/SO‘

Central Intelligence Agency
_Office of Development & Engineering (OD&E) remains the office within
the CIA Directorate of Science and Technology through which the CIA
assigns personnel to the NRO. The fact of OD&E as an NRO support
mechanism is unclassified. The CIA Directorate for Administration
(DA) also provides assignees to the NRO in various support roles, an
unclassified fact, but the DA is not a dedicated support mechanism to
the NRO and, as such, has no place on the NRO organizational chart.

~,

\
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Personnel

The association between the NRO and personnel at LAAFB, CCAS and VAFB,

- except for those few who are specifically exempted, is unclassified.
The associationh of OAS petrsonnel with the NRO is SECRET collateral. The
fact that OAS supports the NRO is FOUO. Although declassified, the iden-=
tity of no NRO personnel will be officially released as occupying a spe-
cific NRO organizational position. Military and civilian personnel
whose support to the NRO has been declassified will have their NRO sup-
port reflected in their unclassified assignment histories.

5. Can I say I work for a particular launch component (i.e., safety,
operations) in an unclassified setting?

If the component is one of those included on the unclassified organi-
zation chart - vyes. '

6. When is it appropriate for me to téik about my NRO affiliation? What
can I tell my family, friends and nsighbors?

It is appropriate to disclose your NRO affiliation to facilitate NRO
customer/user interfaces. Personnel may choose to disclose their NRO
affiliation to family, close friends and neighbors provided this
acknowledgment does not inadvertently reveal classif ied or compart-
mented information and relationships. However, NRO personnel should
not acknowledge their NRO aff iliation gratuitously in response to
casual social or other inquiries, and are urged not to make indis-
crimifiate admissions of NRO aff iliation.

7. What can I say about who I work for, where I work, what I do my work
address and phone number? Can you give me an example?

Examples: I am an AF service member. I'm an- engineer, security
officer, contracts officer, etc. I am assigned to the NRO Launch
Office. See Appendix E for off icial addresses.

8. Can you give me an example of a generic NRO job description that I
could provide to family or friends?

A typical generi¢ job description/title would be an “engineer” ‘or

“analyst” providing support to NRO launch. Any description that you
use should be short and non-revealing of classif ied information.
9. How can a uniformed member of the military services describe their
association with the NRO?
"I am an active duty member of the (ZArmy, Navy, Air Force) detailed/
assigned to the NRO.

10.How should I respond to a question from an uncleared individual con-
cerning the association of SAF/SS or SAF/SP to SAF/ST or SAF/SL?

There is no association between SAF/SS or SAF/SP or SAF/ST and SAF/
SL. They are separate Air Force organizations Wlth different mis-
sions.

_SECRET Randle via
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-12.What can I put on a resume about my present employer and any past
assignments with the NRO? What can I say about past NRO assignments?

Your present employer is your parent organization/agency, i.e., CIA,
AF, Navy, etc. Resumes prepared by NRO launch office personnel whose
support to the NRO has been declassified should be reviewed by their
supervisors in coordination with the component security off icer to
ensure that classified information is not revealed. As a rule, if
your past NRO assignment ended prior to 1 March 1997 your past affil-
‘iation with the NRO remains classif ied. Only present and future
assignments are subject to the new rules herein. Exceptions will be
handled on a case-by-case basis through the DNRO.

13.Can NRO employees identify past or present NRO coworkers in unclassi-
fied settings? :
NRO personnel may identify present co-workers, after 1 March 1997, if
those co-workers do not retain classified status. It is incumbent on
all personnel to protect the aff iliation of those employees whose
position has not been declassified. Questions of this nature should
be addressed to your BCO or to your component security off icer.

14.Will the policy for wearing uniforms at NRO launch facilities change?

There is no change in the policy with regard to the wearing of mili-
tary uniforms.

15.What can I say about the NRO during business travel?
You may acknowledge your NRO aff iliation as needed. However,_you
should not discuss your NRO aff iliation in non-business settings.

Relationships between the NRO\ and sensitive operations/
support sites remain clagsified and must be protected.

16.How should I sign in at contractor sites? Military bases?
No change - use the same procedures as before. Sign in as “self” or
with military identification if appropriate. "

17.Will material with an NRO logo (certificates, memorabilia) be treated
as unclassified? .
If your affiliation with the NRO is unclassified after 1 March 1997,
NRO affiliation with your name will be treated as unclassif ied and
may be used on certif icates, etc. bearing the NRO logdo.

18.Can I wear NRO memorabilia and past NRO launch logos at the same
time? ‘

SECRET- e
—BEMAN-
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While not classified, it is not gocd OPSEC practice to wear indica-
‘tors that can reveal or lead to classified 1nformatlon, i.e. past NRO
launches.

19.Currently, courier id's and letters authorizing “hand carrles" are
not affiliated with the NRO, will this change?

There is no change in current travel procedures. Courier letters will
not reflect NRO affiliation. '

20.Are NRO business cards authorized?

NRO representational business cards fiay be authorized by managément
on a case-by-case basis, for those NRO personnel whose positions have
been declasgified, and whose jobs include off icial NRO contact with
customers and/or the user community. Business cards will be purchased
'at the individuals's own expense and used only for official business.
Private use of off icial business cards is prohibited. Requests for
business cards must be submitted in writing and justify why official
NRO business cards are needed. Approving off icials will ensure that
classified information is not revealed on the card, and that the
appropriate telephone numbers and addressees are indicated. NRO
business cards will not be used when visiting classif ied NRO loca-
tions, i.e., MGS and sensitive sites. They may be used when interfac-
ing with non-NRO government agencies; i.e., AFSPC, SMC, etc.

21.What changes will occur to my Performance Appraisal or military per-
formance report (OPR/EPR)?

Air Force

The only change is the job title, location and PAS code description.
Your senior rater will be signing with an NRO title 'for all declassi-
fied NRO launch office personnel.

CIA

No change, although more direct ref=rence to the NRO will be permit-
ted. ' '

22.Can my superv1sor be more forthcoming regarding NRO activities as he/
she is writing my performance reporc?

Yes - if your performance report is classif ied. No - if your perfor-
mance report is unclassified. The taxt of performance reports should
be consistent with the overall classification of the report, i.e. if
the report is unclassified, as in military OPRs/EPRs, then the text
must be unclassified.
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24 .How does this downgrading affect the performance reports and awards
for OD-4 personnel? Can the NRO be acknowledged? '

Statements relating general support for NRO launch and early on-orbit
configuration may be included. Care must be taken te ensure wording
indicates ‘support for’ rather than ‘assigned to.’

25.How do I handle meetings where NRO acknowledged personnel and non-
acknowledged personnel are in attendance?

There is no change in procedure from the past where non-acknowledged
NRO personnel (i.e. SVC, ) must remain covert. Both parties
must take care not to expose the relationship. Yet it is perfectly
acceptable for the acknowledged person to represent his/her aff ilia-
tion with the NRO. OD-4 personnel will have to take extra care in how
they represent themselves at external meetings, how they sign in, and
how they represent NRO interests.

' 26.Who do I say I work for? OD-4? SAF/SP? SAF/SL? SAF/SO{::::::::]or the
NRO? )

It depends on the audience and situation. For day to day activity,
use your normal organization title. Normally you will not refer to
yourself as NRO or SAF/SL or SAF/SO.

27.What can I say when confronted by unbriefed co-workers, family, etc.,
about the NRO launch and who I work for:

OL VNBG contractors: I work for (Coatractor name) on CQntraét to sup-
port the OL VNBG an AFELM of SAF/SL '

OL VNBG Personnel: I am assigned to OL VNGB an AFELM of SAF/SL
Conim personnel: I am assigned to Det 1 supporting OL VNBG
SVCs: I am an ASC.

Ground Stations and Operational Sites/Locations

28.How do I travel to covert locations if I am acknowledged as NRO?

Current procedures will continue tc be used. Personnel will still
travel in civilian clothes, use SATO travel arrangements, ensure
their destinations are blurred through good OPSEC, and protect their
association with the NRO.

29.What information can I discuss as a result of the 18 Dec launch
acknowledgment?

The only information declassified and officially released concurrent
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with the December 1996 launch is tha fact that the launch carries an
NRO satellite. Personnel who interface with launch support ordganiza-
tions may become aware of or exposed to speculations related to NRO
functions and operations as a result of the December 1996 Vandenberg -
AFB Titan IV launch acknowledgment. You should not comment nor become
involved in confirming nor denying any speculations. However, if con-
‘fronted prior to the 1 March 1997 effective date, you may acknowledge
your NRO aff iliation to the extent vou would be able to after the 1
March 1997 effective date.

30.What can I tell people about where I work if I'm assigned to or vis-
iting or other classif ied NRO facility? (b)(1)

31.15 there a way that I can identify myself as an NRO employee in an
unclassified venue even though I work at a

‘/General policyvdictates that you do not reveal your affiliation with
the NRO. Exceptions will be considered on a case by case basis.

32.Will performance evaluations for people assigned to sensitive sites
contain references to the NRO?

No. NRO affiliation will not be mentioned. OPR/EPRS remain unchanged
in format, content, and rating off icial.

ITG

ITG’s affiliation as part of the NRO remains SECRET BYE. The Detachments
at LAAFB, CCAS, VAFB, and OAS may acknowledge that they provide support
to the NRO, including for the NRO launch process. ITG elements at other
locations remain compartmented.

33.What can I discuss about ITG'’s relationship with the NRO?

The fact that the ITG is part of the NRO structure remains SECRET BYE
and will not be discussed outside those channels. However, the fact
that Detachments known as ITG provide support to the NRO may be
acknowledged. An example of supporting the NRO would be the launch /
support and interfaces provided by the on-site Detachments under the
Launch Comm Office label.

34.Can' I, as a Comm Det staffer, tell people the building I work in?

Yes. However, the fact you work in an NRO occupied/managed building
should not be portrayed as being a member of that organization. You
are assigned to an AF Comm element that supports the NRO at your
location.

35.How do I travel to covert locations if I am acknowledged as support=
ing the NRO?

Current procedures will continue to be used. ITG Det personnel will
still travel in civilian clothes, use SATO»travel arrahgemeéents,
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3 .
ensurée their destinations are blurred through good OPSEC, and protect
their association with the NRO. In cther words, nothing should
change. o

OD-4

0OD-4 elements at OAS organization will become NRQO at a Secret collateral
level. OD-4 elements stationed aﬂ #emain compartmented. (bx1)
36.What can I discuss about OD-4’s relationship with the NRO? (b)(3)
Effective 1 March 1997, OD-4’s relationship with the NRO will be
" decompartmented. The fact that OD-4 supports the NRO will be FOUO but
the fact that the OD-4 ig the NRO will be SECRET collateral. An exam-
ple of supporting the NRO would be the launch support and interfaces
provided by OD-4/DL. ‘ :

37.Does the OD-4 decompartmentation affect ITG Det 7?

Yes. Det 7 will follow the same guidelines for decompartmentation as
OD-4. Support for the NRO is FOUO while ‘as the’ NRO is SECRET col-
lateral. : _

38.Can I, as an OD-4 staffer, tell people the building I work in?

Yes. However, the association of the NRO to our facilities is SECRET
collateral.

39.How do OD-4 personnel represent themselves on the telephone or on the
internet when they are in a ‘support’ role?

It is important for all OD-4 personriel to use caution when conversing

on the open telephone or internet. Cnly unclassified terminology will

be used; i.e. OD—4{:::::::] etc. when referring to OD-4 activities. (b)(1)

References to NRO are strongly discouraged when using open lines. (b)(3)
40.Does the U.S. Government use overseas tracking stations that are part

of the AFSCN to ‘support’ the NRO?

Details and particulars of NRO operations remain classif ied.
41.What is the real mission of the AFSCN as it relates to the NRO?

The primary mission of the AFSCN is to collect positional and veloc-
ity data on military and civil satellites as well as thé space shut-
tle for the purpose of determining their orbit, a function that is
important for the operation and safety of all spacecraft. Further
details aré classified.

42.Did the NRO operate the tracking systems for CORONA?
No.

43.What other kinds of missions has the NRO used the AFSCN for over the
years between Corona and now?’

That information is classified.

44 .How do'I travel to covert locations if I am acknowledged as NRO at
the SECRET collateral level?

Current procedures will continue to be used. OD-4 and Det 7 personnel
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will still travel in civilian clothas, use SATO travel arrangements,
ensure their destinationg are blurred through good OPSEC, and protect
their association with the NRO. v

45.What information can T discuss as a result of the 18 Dec launch
acknowledgment? Especially related to OD-4?
Those OD-4 and Det 7 personnel sUpportihg the K-13 launch may
acknowledge that they supported the launch. Other OD-4 personnel may
not acknowledge a relationship with the NRO.

46

47 .Does downgrading of NRO relationship to OD-4 change the classif  ica-
tion of the relationship to -

No.| |remain SECRET
BYE or TK. The External Control System (ECS) associations also remain
SECRET BYE.

48.Will OD-4 IRONS be acknowledged as NRO?

No. The relationship of a £ light IRON to the NRO will be SECRET col-
lateral. Relationship of the pre-f light or launch IRON with an
acknowledged NRO launch will be FOUO.

49.Will IRON based information be classif ied?

No. Information used to conf igure the RTSs will remain unclassif ied.

50.What information can I discuss in the interim period between 18 Dec
and 1 Mar when OD-4 will be acknowledged at the SECRET collateral
level?

Those OD-4 personnel that supported the 18 Dec launch can acknowledge
their ‘support’ but any information beyond that remains classif ied.
The standard response for queries into on-orbit operations or AFSCN
support for on-orbit operations wili be “We do not discuss on-orbit.
or system operations and activities.”

Migsion and Functions

' Generic (non-revealing) mission and functions statements for NRO launch
elements are unclassified.

51.To what office should public inquiries regarding these changes be
referred?

All FOIA, media and other public affairs inquiries should be referred
to the appropriate USAF or NRO Off ice of Corporate Communications
staff. '

52.Is the NRO's security control system affected by these changes?

No, the control system is not affected. However, these changes will
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be reflected in the BYE NRO and collateral AFP classification guides.
Facilities

The location of the NRO launch facilities is FOUO.

53.Can I tell my family, friends, and neighbors my actual work location?
Upon ifiplémentation of this plan, the NRO launch facilities
(i.e.,Building A-5 at LAAFB, CCAS facilities, VAFB facilities) will
be declassified. However, the identity and location of these facili-
ties will be FQOUO. Disclosure of actual location of the facilities
for other than business purposes, i.e. family, friends, neighbors,
etc. should be judged on a need to know basis.

54.What can I divulge with respect te my actual work locations for can-
vasses, school contact information, publications, etc.?

'NRO personnel with school age children or other dependents should
indicate the name and address (i.e., building) of their parent orga-
nization (e.g. Air Force, CIA, Navy), and their non-secure telephone
number at their work location to facilitate prompt notif ication in
case of an emergency. NRO personnel may provide their home address
and telephone number and, if requested, their affiliation with their
parent agency rather than their NRO aff iliation in regponse to vari-=
ous types of canvasses frequently made to obtain information for '
school, community, church, social organization, or alumni/alumnae
directories, etc.

55.8ince the launch facilities will be declassif jed, can I answer the
non-securée phone “NRO”?
There will be no change in procedures concerning how people answer
nonsecure telephones. Practice good operational security.

56.When is it appropriate to have unclassif ied mail sent to me at the
NRO launch fac¢ilities? How do I do it?

You can have unclassified mail sent to you at the off icial local
facility address. Personnel remainifig inh classif ied positions will
continue to use their home address or the address of their parent
orgarization (CIA, USAF/SAF/SP) for off icial unclassified mail.
" 57.Can launch office personnel tell vendors they are ordering items for.
the NRO? : :
Vendor relationships and contracting means will vary depending on the
item being ordered and the location of the delivery. Refer questions
to your local éontraétihg off icer and/or security officer for spe-
cific guidance. ' )
58.After 1 March 1997, may I acknowledge the fact that I'm visiting
Westfields in DC and if TDY with my spouse, may I take her to lunch
in Westfields facility?
Yes.
59.What about other unacknowledged facilities in the DC area?

SECRET- Handle Via
BV TMAN-

Page 72 of 76

Channels Only

Approved for Release: 2018/12/21 C05102024 '




Approved for Release: 2018/12/21 CO5i02024

Implementation Plan SECRET ‘ March -1, 1997

NRO Launch Declassification

Yes.

Launch Activities

60.What happens if I get a question regarding NRO assets and operations
from the media?

Refer all such questions to the appropriate USAF or NRO Off ice of
Corporate Comiunications staff.

61.Does this . declassification effort affect a program office’s support
to NRO launches?

No. All program support to launch activities will remainvcompart—
mented and affiliation with the NRO is protected.

62.What is the classification of NRO flight hardware being stored in the
HSF/SSFB?

There is no change in launch integration processing procédures. Hard-
ware movements and storage areas remain SECRET collateral.

63.What is the level of classif icatiorn for the “fact of” an NRO satei—
lite being currently processed in the SPIF? '

There is no change in launch integration processing procedures. The
satellite_vehicle may be acknowledgad as being on-pad after mate to

. the launch vehicle. Prior to that, hardware movements and processing
locations remain SECRET collateral.

64.Will we still have to pay attention to SATRAN's during hardware move-
ments?

Yes. There is no change in launch integration processing procedures.

Contractor Associations/Relationships

Consistent with NRO and corporate policies, contractor personnel
employed on unclassified SMC/CLX, SMC,IMO, or OD-4 contracts may
acknowledge their affiliation with the NRO or support to the NRO, to
include being known as an “NRO launch support contractor”. Acknowledg-
ment will be in a manner/degree consistent with their contracting
instrument and as it appears on unclassif ied NRO organization charts
and mission statements. Contractors who are no longer supporting the

' NRO as of 1 March 1997 are NOT included in this declassification effort.

65.Can SETA personnel working on site acknowledge their NRO affiliation?
Yes, if the work performed is on an open contract. '

66 .How should contractors handle ;ntroductions and questions of aff ili-
ation when their work involves assisting their government client in
representing the NRO?

SETA contractors who attend meetings outside the NRO and sit along-’
side the customer may be known, if necessary, as an "NRO launch sup-
port contractor” to those at anh unclassif ied meeting

67.What can I write about my NRO experience on a resume or say in a job
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interview if I am working on an open contract for the NRO?
Reference to NRO experience cannot be written into a resume, but can
bé mentioned in an interview if askad.

68.Can I admit it to friends/family?
Contractors in unclassified positicns may choose to disclose their
NRO affiliation to family, close friends, and neighbors provided this
acknowledgment does not inadvertently reveal classif ied or compart-
mented information and relationships. However, NRO contractor per-

response to casual social or other inquiries, and are urged not to
make indiscriminate admissions of NRO aff iliation.

69.Can a contractor with an open relationship with the NRO, and with
current NRO contracts after 1 March 1997 admit that relationship in
an unclassified proposal?

No.

Public Affairs

The following questions are excerpted from the Public Affairs plan for
the December launch.

70.Is this satellite a [code name or intelligence typel satellite?

We are acknowledging only that this is a recomnaissance satellite,
designed, acquired and to be operat2d by the National Reconnaissance
Office. The satellite's specific mission :emainS»classified.

71.What are its orbital elements/technical data? _
The launch vehicle's azimuth is 190 degrees; its launch period is
from 0830 PST until 1100 PST. All other information related to the
satellite is classified. '

72.Aren't those elements indicative of a [code name or intelligence
type] satellite?
That statement would be speculative. We will not comment on the sat-
ellite's specific mission, other than to say it is a reconhaissamnce
satellite. .

73.How many NRO satellites have been lautiched oh Titans [IIT, 34-D, IV]?
145 CORONA, ARGON, and LANYARD photo reconnaissance satellites were
launched from Vandenbetrg AFB by Thor boosters between 1960 and 1972.
With the exception of CORONA, all past NRO launch operations remain
classified. o

74.Past launch manifests have listed c2rtain Titan launches as carrying
“DoD c¢lassified payloads.” Were these NRO satellites?
Some were; some were not. The phrasz “DoD payload” does not necessar-
ily equate to NRO satellite. -

75.Have NRO satellites been launched from/by the Space Shuttle?
Other than CORONA, all previous lauach OPéfatidns remain classif ied.

76 .What other launch vehicles have been used to launch/orbit NRO satel-
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lites?

Past operational matters like this tremain classified. As to the
future, however, NRO satellites could be launched by any vehicle in
the U.S. space launch inventory, to include Titan IV, Atlas II, EELV
and any other viable space launch vzhicle.

77.Will future NRO launches be unclassif ied?

.Our' intent beginning, Friday, 20 December 1996, is to declassify most
NRO launches.

78.What is the total number of NRO satellites launched during the orga-
nization's existence?

Other than today's launch and the 145 CORONA launches previously men-
tioned, all other NRO launcheés remain c¢lassif ied.

79.Have NRO satellites been launched from Cape Canaveral?

Yes, in the past the NRO has launched from the Cape, but previous
launches, other than CORONA, remain classified. In the future, it is
the NRO's intent to use both Vandenbetrd and Cape Canaveral.

80.Does this mean that the launch of some NRO satellites could remain
classified?. .

Possibly, but again, the term “classif ied DoD payload” does not nec-
essarily equate to an NRO satellite.

81.When is the next NRO launch?
We expect to announce future launchas ahead of time.

82.Are there any hazardous/nuclear/radicactive components aboard this
satellite?

No.
83.Have any animals been used in testing for this satellite?

No. The NRO does not have any animals associated with its programs.
84.Will any other information be declassif ied regarding NRO launches?

Additional declassification efforte are under consideration and the
information will be released as appropriate.

85.Does the NRO have personnel at Vandanberg and Cape Canaveral?
Yes, we deploy personnel in support of launch activities.

86.What are the offices/Who'are those péople?
This information is classified.

87 .Are there NRO contractors at Vandenberg and Cape Canaveral?
We deploy personnel in support of launch activities.

88.Who are those contractors?

As a standard practice, the NRO does not discuss the nature of its
contractor/business relationships.

89.How many U.S. Government people, assigned to the NRO, are located at
Vandenberg and Cape Canaveral?
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The number of people who support lsunch activities is classified.

90 .How much money has the NRO spent at Vandenberg AFB and/or Cape Canav-
eral?

4 The NRO's budget is classified. The NRO has always provided the funds
to support its 1aunch operatlons and infrastructure.

91.How does the NRO arrange for the Air Force to launch its satellites?

Launch vehicle acqu;smtlon is arranged through the Space and Missile
Systems Center (SMC) of Air Force Material Command in Los Angeles.
Launch operations aré arranged through the 30th Space Wing, Vanden-
berg AFB, CA. Organizational details'beyond this remain classif ied.

92.What c¢ontractors build the NRO's sat ellltes°
That information is classified. ‘

93 .At what contractor facilities are the satellites manufactured?

That information is classif ied

94 .How are the satellites transported co the launch bases?
Operational matters like this remain classif ied.

'95.Is SLC-4 East the only launch pad used by the NRO at Vandenberg?
No. The NRO also uses SLC-3 East.

96 .What amount did the NRO contribute zo SLC-3 East's refurbishment?
The NRO's budget is classified, but it did provide substaritial fund-
ing to refurbish SLC-3 East. :

97.What is the cost of this launch? Will the NRO reimburse the Air Force
‘for that amount?

The NRO budget is classified. The NRO‘has a cost-sharing arrangement
with the Air Force at Vandenberg for the costs associated with
launching NRO satellites.

98.Why are the NRO and Air Force acknowledging the fact that the 18
December 1996 Titan launch will be/is/was an NRO satellite?

As part of a continuing review of security requirements, policies and
procedures, it was determined by NRO officials that the fact that NRO
satellites are launched at both Vandenberg and Cape Canaveral no
longer needs to be c¢lassif ied.

99.Who is the off icial ultimately responsible for the declassif ication
decision?

Keith Hall, Acting and Deputy Direct.or of the NRO.
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